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1  Introduction
1.1  Overview

This document is structured according to RFC 2527 [RFC2527] – Internet X.509 Public key Infrastructure (PKI), and in accordance with guidelines published by the Grid Security Working Group of the Global Grid Forum (GGF).  Not all sections of [RFC 2527] are used.  Sections that are not included have a default value of “No stipulation”.    This document describes the Policy and procedures established by the NASA Grids Policy Management Authority (PMA) to govern the operations of the NASA Grids PKI, which consists of a Certificate Authority (CA) and a Registration Authority (RA).  The CA and RA are located at the NASA Advanced Supercomputing (NAS) facility at the Ames Research Center (ARC).  
This document includes both Certificate Policy and Certificate Practice Statement for the NASA Grids PKI.  The NASA Grids PKI uses a one CA, and one RA model, with the expectation that more RAs will be added in the near future.  Each RA is responsible for verifying the identity of users of the Information Power Grid (IPG) who are members of their community.  

The NASA Grids PKI is an in-house expertise in the security area of PKI that includes systems and people that facilitate the use of public key algorithms and X.509 version 3 certificates management system.  It includes a management system, built on the Sun One Certificate Management System (CMS) that issues user, host, service, and administrative certificates for use in Grids.  The certificates used by the IPG are intended to be used only by NASA’s Engineers and Scientists.  It is intended that these certificates be compliant with the Globus ™ implementation of the Grid Security Infrastructure (GSI) standard promulgated by the GGF.
1.1.1 Terminology
The following technical terms are used in the rest of this document to refer to components of the NASA Grids PKI.  They are defined here to clarify the rest of the document.

Activation Data:  Data values, other than keys, that are required to operate cryptographic modules and that need to be protected (e.g., a PIN, a pass phrase, or a manually-held key share).

Certificate Authority (CA):  The entity/system that issues X.509 identity certificates (places a subject name and public key in a document and then digitally signs that document using the private key of the CA.

Certificate Manager (CM):  System that functions as a root or subordinate CA.  It can be configured to accept requests from the Registration Manager. 
Certificate Manager Agent (CMA):  Agent that managed certificate requests received by the Certificate Manager subsystem, maintain and revoke certificates as necessary, and maintain global information about certificates.
Certificate Policy (CP):  A named set of rules that indicates the applicability of a certificate to a particular community and/or class of application with common security requirements.  For example, a particular certificate policy might indicate applicability of a type of certificate to the authentication of electronic data interchange transactions for the trading of goods within a given price range.
Certificate Policy Statement (CPS):  A statement of the practices, which a certification authority employees in issuing certificates.
Certificate revocation list (CRL):  A CRL is a time stamped list identifying revoked certificates, which is signed by a CA.

Certificate Management System (CMS):  Is a set of software components and tools for creating, deploying, and managing certificates.

Policy management Authority (PMA):  This is the group that decides Policy issues regarding certificate issuance for the NASA Grids PKI.  It is a committee composed of the manager responsible for overseeing the NASA Grids PKI, a representative of the certificate manager agent, and a representative of each site or virtual organization running a Registration Authorities.
Public Key Infrastructure (PKI):  The set of hardware, software, people, policies and procedures needed to create, manage, store, distribute, and revoke public key certificate based on public-key cryptography.
Registration Authority (RA):  The entity/system that is responsible for identification and authentication of certificate subjects, but that does not sign or issue certificates (i.e., an RA is delegated certain tasks on behalf of a CA).
Registration Manager (RM):  System that  performs a subset of End Entity tasks performed by the Certificate Manager, such as forward certificate signing requests to the Certificate Manager to issue X.509 certificates.  It serves as a front-end Web server for the CA that provides a Web user interface for CA subscribers and agents.
Registration Manager Agent (RMA):  Agent that manage the certificate signing requests received by the Registration Manager subsystem.
Relying Party:  Anyone who relies on the validity of a certificate or digital signature using that certificate for any purpose.

Subscriber:  The individual sometimes called an End Entity, who applies for and is granted a certificate.
Virtual Organization (VO): A project, usually a research or development effort involving people from normally different organizations, created for the duration of the project.
1.2 Identification

Document title:

NASA Grids X.509 Certificate Policy and NASA Grids Certification Practice Statement
         Document version:



1.0
         Document date:



August 01, 2003.
         OID: 
TBD.
1.3 Community and Applicability
1.3.1 Certification Authority

The IPG will manage and operate the NASA Grids Certificate Authority (CA), which functions as a root CA.  It also, operates a Registration Authority (RA) located at the NAS facility.  Other RA’s when deployed, will be managed and operated by the site or VO primarily supported by the RA.  Access to the CA and RA is primarily via the web browser interface supplied with the Sun One CMS.  Currently only Netscape 4.79 + are supported.  
In addition, the RA must be operated in compliance with the relevant IPG standards.  These will be implemented in an IPG CA software package, which the IPG will make available to organizations responsible for running RA’s.  The following table lists the components, location, and functions that make up the NASA Grids PKI:
	Component
	Location
	Function

	Root CA
	ARC 
	Signs Subscriber, Host, Service, and Administrative Certificates.  Revoke certificates.

	NASA Grids Community
	Sites/VO Centers
	Creates Certificate Signed Requests and private keys, Agents use to approve certificate requests.

	NASA Grids Remote RA
	Sites/VO Centers
	For NASA Grid sites/VOs that choose to run their own RA.

	Subscriber Web browsers
	Subscriber Desk tops
	This is the standard Subscriber interface to the RM.  It is also used by Agents for reviewing certificate signing requests using Agent Services web browsers.

	IPG CA software package
	Machines from which users are expected to get certificates
	Set up GSI configuration for machines, including programs to obtain certificates, and the CA signing policy configuration file that allowed the NASA Grid PKI to accept whose certificates.


     1.3.2 Registration Authorities

The NASA Grids PKI contains RA’s representing sites or VOs.  Each RA maintains a browser accessible shared community Registration Manager (RM) for use by the RA.  The RM interaction with the CMS subsystems occurs over HTTPS.  End Entity interactions take place over HTTPS via a browser interface.  The interface allows the Registration Manager Agent (RMA) to:

· Assign requests to yourself, reject or cancel requests, and approve enrollment requests to be passed on to the Certificate Manager (CM) for issuance.
· Verify the identification and authentication of certificate subject name.
· Search for individual certificate request, or search for and list certificate requests by various criteria, then display the details of certification requests.
     1.3.3
End Entities
      The NASA Grids PKI issues user, host, service, and administrative certificates to support the IPG.  In particular, it issues user certificates to IPG users and administrators, host certificates for all compute servers on the IPG, service certificates where necessary to support the Globus ™ implementation of the GSI, and administrative certificates to authenticate e-mail sent to administrators.
1.3.4     Applicability
The CA will support the use of certificates to the maximum extent possible.  It supports SMIME for secure e-mail regarding addition of users to grid-mapfiles, and should SMIME be of value in other contexts there also.  Where possible, the CA uses IPSEC and SSL/TLS protocols.
There are four major uses of Grid certificates:
· User certificates: give the subscribers single-sign on access to all of the machines on the IPG testbed, including delegation of credentials for computations that involve multiple resources and sites. 
· Host certificates: identify servers on the IPG so as to allow access via the Globus implementation of the GSI.  Also, used to identify servers for the Storage Resource Broker (SRB) and other tools which support authentication via the GSI.
· Service certificates:  used to authenticate a service on the Grid.  For example, when running in secure (authenticate) mode, the LDAP server used  by Globus MDS requires a service certificate.
· Administrative certificates:  these are used to digitally sign communications necessary in administering the IPG.  For example, when users are added to grid-mapfiles an administrative certificates are used to digitally sign using OpenSSL/SMIME the e-mail communications requesting the addition. 
1.3.5     Redistribution of CA Software

To distribute access to the NASA Grid CA software package, an organization MUST      follow the following guidelines:
· Redistribution to organization composed exclusively of NASA civil servants, contractors, and grant recipients may be done with one restriction.  All recipients of the software MUST comply with the requirements for a NASA civil servant or contractor from the redistributing center. 

· Redistribution to organizations composed exclusively of U.S. Federal Government civil servants, contractors, and grant recipients may be done with the permissions of the PMA chairman.  All recipients of the software MUST comply with the requirements for a U.S. Federal Government civil servant or contractor from the redistribution agency.

· All other redistribution, specifically including foreign nationals, requires the authorization of the PMA chairman and the NAS Security Officer.  It is NOT the intent of the NASA Grid PKI to allow redistribution of the CA software outside the U.S.A, or to foreign nationals who may export it. 

1.3.6     Alteration of CA Signing Policy
Any proposed alteration to the CA signing policy MUST be submitted to the PMA chairman for prior approval.  This primarily is to ensure that the NASA Grid PKI is informed of all the certificates that it accepts.   
1.4
Contact Details

The NASA Grids PKI is operated by the NASA IPG, and managed by the Policy          Management Authority (PMA).  For all questions regarding this Policy (CP/CPS) or for all questions regarding joining the IPG, NASA Grid PKI software redistribution, alteration of CA signing policy, etc.,  please contact the PMA chairman:

    Tony Lisotta
      M/S: 258-6 NASA Ames Research Center

    
  Moffett Field, CA 94035

    Phone:  650-604-1462
    e-mail:  Tony.Lisotta@nasa.gov
For issues which require the authorization of the NAS Security officer, please contact:




    Dave Tweten





    M/S: 258-5 NASA Ames Research Center





    
 Moffett Field, CA 94035





    Phone: 650-604-4416 





    e-mail:  tweten@nas.nasa.gov
2         General Provisions
2.1     Obligations
2.1.1     CA Obligations
The CA functions as a root certificate authority.  The CA is responsible for all aspects of the issuance and management of certificates complying with this Policy, including:  
· Issuing X.509 certificates, revoking certificates, generating certificate revocation lists (CRLs), and publishes certificates and CRLs to a Lightweight Directory Access Protocol (LDAP) directory.

· Accepting and notifying certificate signing requests and authentication results from the RA.

· Sending out e-mail notification for expiring certificates.

· Tracking audit logs of the certificate issuance process.

2.1.2 RA Obligations

The RM is a management system built on the Sun One CMS to perform a subset of End Entity tasks performed by the CA.  The CA delegates certain tasks to the RA on behalf of the CA.  
An RA SHALL:

· Enroll entities.
· Verify the identification and authentication of the certificate subjects in accordance with the relevant NASA security policies, and this Policy. 
· Will not approve a certificate request with a life time greater than 24 months.
· Send out e-mail notification to end-entities to pick up their signed certificates.
· Publish certificates to the RA End Entity web site.

· Notify the CA of all revocation requests.

· Adhere to the agreement made with the CA.

2.1.3    Subscriber Obligations

The subscriber shall obey the following rules in using NASA Grids PKI:
· Generate a key pair using a trustworthy method.
· Review and verify accuracy of their representations included in the published certificate.
· Use the certificate exclusively for authorized and legal purposes, consistent with this Policy.
· Instruct the CA to revoke the certificate promptly upon any actual or suspected loss, disclosure, or other compromise of the subscribers private key.
· Take reasonable precautions to prevent any loss, disclosure, or unauthorized use of the private key associated with the certificate, including:

For User certificates

· Select a pass phrase that is a minimum 8 characters in length.
· Using upper and lower characters or special characters in the pass phrase.
· Protecting the pass phrase (private key) from others.

For Host and Service Certificates

The obligations of the requestor of a host or service certificate are the same as those of the requestor of a user certificate, except that since there is no pass phrase protecting the private key, obligations regarding pass phrases are irrelevant.
2.1.4    Relying Party Obligations

Anyone relying on an IPG certificate is expected to:

· Read and understand this CPS.
· MUST insure that the reliance is reasonable, in light of the other knowledge possessed by the relying party at the time of reliance.
· Such reliance is not contrary to the purposes of the issuing authority.
2.1.5    Repository Obligations

The NASA Grids PKI repository will make public keys and the NASA Grids CA certificate available via the RA(s) End Entity web site.  The URL of the IPG RA is:
https://pki-ra.nas.nasa.gov
2.2     Liability
The NASA Grids PKI accepts no liability for damages suffered as a result of relying on certificates issued by the NASA Grids PKI.  It accepts no responsibility or liability for any damages suffered by relying parties caused by the failure of the NASA Grids PKI to comply with either its Policy or CPS. 
2.3     Financial Responsibility

No financial responsibility, express or implied, is accepted.

2.4     Interpretation and Enforcement
2.4.1     Government Law

The interpretation of this Policy shall be governed by the law of the United States of America.  Relevant NASA regulations and Policy supersede this document, should this document conflict with them.

2.4.2 Severability, survival, merger, notice
If the CA ceases operations all sites, VOs or otherwise, known by the NASA Grids PKI to be relying its certificates will be notified.  All certificates issued by the CA will be revoked prior to termination of CA operations.

If the CA is merged with another a new Policy document governing the behavior of the merged CA, compliant with the GGF guidelines will be produced and published.  All sites, and VOs known by the NASA Grids PKI to be affected will be notified of this change.  In the event of merger certificates issued by the CA will remain valid until such time as they expire.

2.4.3 Dispute Resolution

Should a dispute arise about either the NASA Grids PKI or this Policy, it will be resolved by an appeal to the PMA.
2.5     Fees

No fees are charged for the issuance or use of certificates, or the use of NASA Grids PKI software.
2.6     Publication and Repositories
2.6.1     Publication of CA information

The NASA grids PKI will operate a secure online repository that contains:

· NASA Grids CA’s certificate.

· Certificates issued by the PKI.

· A Certificate Revocation List.

· A copy of this policy.

2.6.2     Frequency of Publication

· Certificates will be published to the NASA Grids PKI repository immediately when issued.
· CRLs will be updated automatically and will be published to the certificate directory server every time a certificate is revoked.
· NASA Grids PKI documents will be published on the IPG project website as they are updated.  
2.6.3     Access Controls

Access to information about NASA Grids PKI, shall be as widely disseminated as possible, consistent with the security requirements.  This implies:

· Anyone can access the information contained in this Policy.  

· RA End Entity web site can also be accessed by anyone.  For the URL of the IPG RA, see section 2.1.4.

· The RM can only be accessed by RMA.  
· The CM can only be access by the CMA.

Should the reader be uncertain as the meaning of any terms above, please see section 1.1.1 for terminology.
2.6.4     Repositories

The online repository of certificates is available on a 24/7 basis.  It can be found in the IPG RA End Entity web site: https://pki-ra.nas.nasa.gov:

The URL of the CRL, CP/CPS is to be determined.
2.7     Compliance Audit

There will be no regularly scheduled audit of the NASA Grids PKI.  The NASA Grids PKI may be audited by a reliable party at the discretion of the PMA.
2.8     Confidentiality

All subscriber information not contained in the published certificates and CRLs, will be considered confidential.  Confidential information will not be released without the authorization of the subscriber.

Private keys will not be disclosed to the CA.  This is because the user generates his or her private key using OpenSSL tool.  OpenSSL is not a part of the Sun One CMS and knowledge of the private key is not essential to the functioning of the Sun One CMS.

The subscriber is solely responsible for maintaining the confidentiality of the private key.
2.9 Intellectual Property Rights

This Policy was prepared in accordance with guidelines created by the RFC, and the GGF.  No intellectual property rights are asserted over this Policy, or over certificates issued in accordance with this Policy.
3
Identification and Authentication
3.1
Initial Registration
3.1.1 Types of names
The naming attributes of the subscriber necessary to identify and authenticate the requester depend on the type of certificate that the subscriber requires.  Names will be consistent with the naming requirements specified in the [RFC 2459].  See section 7.14 for naming format.

3.1.2
Name Meanings
The CN component of the Distinguished Name (DN) will be related to the entity for which the certificate is issued, in a way that uniquely identifies that entity.  For example, for a user certificate we have the common name (CN), a host certificate would have the host name in its Fully Qualified Domain Name (FQDN) form, and service certificate would give the name of the service. 
3.1.3 Uniqueness of names
The DN will be unique for each subject name for which a certificate is issued by the CA.  The CN of a user certificate will be determined by the full name of that user as known to the authentication software (/etc/passwd, NIS, or account information database).  The CN of a host or service certificate will be determined by the RA in accordance with data provided by the requesting entity.  This must include the FQDN of the host or service. 
3.1.4 Method to Prove Possession of Private Key
Key generation is initiated by use of an OpenSSL based tool.  A certificate signing request (CSR) is then sent to the CA.  The public key included with this request will be returned and bound to the private key generated at the time of the initial certificate request.  

Subsequent proof of private key possession will be by procedure and using software in the Globus ™ implementation of the GSI.  Where appropriate, Globus compatible tools such as the GSI compliant SRB may also be used.
No proof of possession which is required beyond the fact that the Globus implementation of the GSI will not work if you are not in possession of the private key.  

3.1.5 Authentication of Individual Identity

The NASA Grids PKI assigns the responsibility for authentication of individual identity to its constituent RA(s).  This includes verification that the certificate request subject name matches the identity of the requestor, host or service for which the certificate is being requested.

RA(s) will produce a document describing their policies for authentication of individual identity, and put that document in the RA appendix to this document.  

An RA may delegate its responsibility for authentication of individual identity to a VO.  In that case the VO will document its procedures for authentication of individual identity in the RA appendix to this document.

It is not intended that anything in the NASA Grids PKI individual identity authentication process supersede relevant NASA and center security Policy.

3.2 
Routine Rekey

No stipulation.

3.3
Rekey After Revocation

The IPG does not support routine rekeying after revocation.

3.4 
Revocation Request

See section 4.4.2 for information about revocation request. 

4 
Operational Requirements

4.1 
Certificate Application
User:

For each certificate signing request (CSR) a key pair using a 1024 bits key length must be generated.  This is done using an OpenSSL based tool.  The relevant command is included in the “ipg-cert-request” script provided by the NASA Grids PKI.  Once a CSR and a private key are generated, then the CSR is sent to an RA for validation.
Host or Service:

Application for a host or service certificate uses the same “ipg-cert-request” script, except that it is invoked with a  “-host <FQDN>” to request a host certificate, and a “-ldap <FQDN>” to request a service certificate.  Once a CSR and a private key are generated, then the CSR is sent to an RA for validation.
4.2 
Certificate Issuance

After authentication of individual identity, the RA sends the CSR to the CA to sign the certificate.  After the CA signs the certificate it is sent back to the RA.  The RA then notifies the requestor by e-mail that the requestor certificate has been signed, sent instructions on how to retrieve the certificate.

4.3 
Certificate Acceptance

No stipulation.
4.4
Certificate Suspension and Revocation
4.4.1
Circumstances for Revocation

A certificate MUST be revoked if one of the following situations occurs:
· The subscriber of the certificate has changed status and no longer has the right to use the certificate.

· The private key of a certificate subscriber has been compromised or is suspected to have been compromised. 

· The subscriber’s information in the certificate is suspected to be inaccurate.

· The subscriber is known to have violated his or her obligations.

4.4.2 Who Can Request Revocation

A certificate subscriber can request revocation of his or her own certificate for any reason at any time.
An administrator responsible for a host or service certificate may request revocation of that certificate for any reason given in section 4.4.1.
The RA responsible for a given organization or VO may request revocation of a certificate belonging to its subscribers hosts or services for any reason described in section 4.4.1.  

The PMA can request a revocation of any certificates.  Host or service certificates may be revoked by the original requestor for any reason given in section 4.4.1. 

4.4.3
Procedure for Revocation Request

There are two procedures for requesting revocation of a certificate.  The first, used by human beings, is to request revocation from the RA providing authentication of individual identity that meets the standard specified by that RA and a document requesting revocation.

The second procedure, used by automatic programs is to be validated ahead of time as authorized to request revocation in accordance with the standard required by the relevant RA.

The RA will then, after validation of the revocation request forward the request to the Certificate Manager Agent who will then revoke the certificate.

4.4.4
Circumstances for Suspension

The NASA Grids PKI does not support Certificate Suspension.

4.4.5
CRL Issuance Frequency

A new CRL is created and published every time a certificate is revoked. CRLs are valid for 12 months.  It is anticipated that certificates will be revoked much more often once every 12 months.  It is unnecessary to issued CRLs periodically when no certificate has been revoked.   

4.4.6
Online Revocation/status checking availability

The NASA Grids PKI will provide an online Status checking facility.  
4.4.7
Online Revocation checking requirements

No stipulation.

4.4.8 Other forms of revocation advertisement available

No stipulation.

4.5 Security Audit Procedures

Security Auditing of the NASA Grids PKI is not supported.
4.6 Records Archival
4.6.1 Types of Event Recorded

The following data are recorded and archived:
· Issued certificates.

· Issued CRLs.
· Reason for certificate revocation.

· CA and RA(s) error logs.
· CA and RA(s) system logs.

· All signed agreements with other RA(s).

· All communications to the PMA requesting changes in this Policy.

4.6.2 Retention  Period for Archives
The minimum retention period is 2 years.
4.7 Key Changeover

No stipulation.

4.8 Compromise and Disaster Recovery
If the CA’s private key is or suspected to be compromised, the CA will:

· Inform the subscribers and RAs.

· Terminate the certificates and CRL distribution services for certificates and CRLs issued using the compromised key.

4.9 CA Termination
If the CA’s private key is compromised or suspected to be compromised, the CA MUST at least:

· Inform subscribers and RAs.

· Terminate the certificates and CRLs distribution service for certificates/CRLs issued using the compromised private key.

· Request the revocation of the CA’s certificate if an RA’s private key is compromised or suspected to be compromised, the RA SHALL at least inform the CA and request the revocation of the RA’s certificate if an entity’s private key is compromised or suspected to be compromised.

· Destroy its private keys and all copies.

5 Physical, Procedural and Personnel Security Controls
5.1 Physical Security Controls

The CA and RA servers are located in a room at ARC in the NAS division.  This room has card key physical access control.  Only NAS Computer Security personnel have access to this room.  In addition, the CA server is protected by a firewall, though the RA server is not.
The servers run Red Hat Linux.  Security on the servers will be maintained at the highest level normally possible with Red Hat Linux.  Security patches will be promptly applied by the NAS Computer Security group when they are released.

The servers are located behind a Cisco packet filtering router.  The entire server will be monitored by the host based tripwire intrusion detection system, and the network will be monitored by the SNORT intrusion detection system.

The servers will be backed up in at least once per week in a manner such that the servers could be restored to full operation from the backup.
5.2
Procedural Controls

No stipulations.

5.3 Personnel Security Controls

Access to the CA server, and any RAs directly supported by the NAS will be limited to NAS Computer Security personnel.  Other sites or VOs running their own RAs will take responsibility for physical and personnel security controls themselves.  Sites or VOs running their own RAs should state their physical and personnel security controls attached to the RA appendix of this Policy.

6 Technical Security Controls

6.1    Key Pair Generation and Installation
6.1.1
Key Pair Generation
Each End Entity must generate its own key pair.  The NASA Grids PKI provides an ipg-cert-request script, which invokes an OpenSSL based tool, to automatically generate key pair when CSR is created.
6.1.2 Private Key Delivery to Entity

The NASA Grids PKI never has access to the End Entity private key.

6.1.3 Public Key Delivery to Certificate Issuer

For individual certification, the End Entity public key, locally generated using an OpenSSL based tool, which is delivered to the issuing CA in a secure and trustworthy manner (e.g. SSL/TLS).  For CA certification, the subject CA generates the key pair.
6.1.4 CA Public Key Delivery to Users
The CA certificate is made available to users in two places.  First is the RA End Entity web site.  This at the following URL: https://pki-ra.nas.nasa.gov.  When other RAs are deployed they will also have the CA certificate made available at the site or VO RA End Entity web page.  This web page may only be accessed using the HTTPS protocol.  
The IPG software package also has a hash version of the CA certificate as well.

6.1.5 Key Sizes

Keys of length less then 1024 bits will not be signed.  

6.1.6 Public Key Parameters Generation

No stipulation.

6.1.7 Parameter Quality Checking

No stipulation.

6.1.8 Hardware/Software Key Generation

Key pair generation is done using OpenSSL based tools.  These are provided with the Globus ™ Toolkit, and are invoked by the IPG CA software package.
6.1.9 Key usage Purposes

NASA Grids PKI certificates should only be used for authentication or signing proxy certificates, in accordance with the Globus ™ implementation of the GSI standard.  The NASA Grids CA signing key will be used for signing CRLs, and certificates for user, host, service, and administrative purposes.  The key usage field in the certificate will be used in a manner complying with [RFC2459].
6.2 Private Key Protection
6.2.1 Private Key (n out of m) Multi person control

Not supported.

6.2.2 Private Key Escrow

Not supported.

6.2.3 Private Key Archival and Backup

The CA signing private key is to be generated and managed in a FIPS 140-1 certified hardware cryptographic token.  

The private key is stored on the hard drive of the server protected by 3DES encryption.  
The backup procedure for the CA signing private key is to backup the entire CA server including the signing private key.  
6.3 Other Aspects of Key Pair Management

NASA Grids CA certificate has a validity of five years.  All other certificates have a validity period of two years. 
6.4 Activation Data

The NASA Grids CA private key is pass phrase protected.  This pass phrase is only known to the CMA.  The NASA Grids CA private key is stored encrypted using the 3DES encryption algorithm.
6.5 Computer Security Controls

6.5.1 Specific Computer Security Technical Requirements

The NASA Grids CA and RA servers will be maintained by the NAS Computer Security group at a high level of traditional computer security.  In particular:
· The operating system (Linux) will be configured for a high level security and all recommended security patches will be promptly applied.

· It will be monitored using intrusion detection systems and appropriate incident response will be provided.

· Services will be reduced to the minimum necessary to run the servers.
These conditions applied to the CA and RA server supported at the NAS.  RA servers run elsewhere will be secured in a manner defined by the site or VO running the RA, and described in the RA appendix to this Policy.
It is intended that RAs run at other sites or VOs be secured in a manner comparable to the security provided for the NAS based NASA Grids PKI.

6.5.2 Computer Security Rating

No stipulation.

6.6 Life-Cycle Security Controls

No stipulations.

6.7 Network Security Controls

No stipulations.

6.8 Cryptographic Module Engineering Controls

No stipulations.
7 Certificate and CRL Profiles

7.1 Certificate Profile

X.509 v3.

7.1.2 Certificate Extension
keyUsage 
    Critical: yes
    Basic Constraint
    Digital Signature 

    Non Repudiation 

    Key Encipherment                 

    Data Encipherment     
subjectAltName
    Critical: no
    [RFC822Name: Subject’s e-mail address]

subjectKeyIdentifier 
    Critical: no 
authorityKeyIdentifier 
    Critical: no 
7.1.3 Algorithm Object identifiers

No stipulation.

7.1.4 Name Forms

The NASA Grids PKI will issue certificates that will comply with the X.509 standard.  End Entity subject names will be valid distinguished names (DNs) according to that standard.  The DNs will be used in the Globus ™ implementation of the GSI.  In particular, the cases used in the grid-mapfile(s) will match those issued in the certificates as described below.  
Examples of DNs used in by sites in the IPG, in certificates issued by the NASA Grids CA:
For Issuer: 
The issuer is the DN of the CA that signs the certificate:

· O=Grid, O=National Aeronautics and Space Administration, OU=Ames R

esearch Center, CN=Certificate Manager
For a User:

· O=Grid, O=National Aeronautics and Space Administration, OU=<Site>, CN=<Common Name>
For a Host:

The CN of a host will contain its fully qualified domain name (FQDN) as register in DNS.  By convention the FQDN will be preceded by “host/”:

· O=Grid, O=National Aeronautics and Space Administration, OU=<Site>, CN=host/<FQDN>
For a Service:

The CN of a host will contain its fully qualified domain name (FQDN) as registered in DNS.  By convention the FQDN will be preceded by “ldap/”:

· O=Grid, O=National Aeronautics and Space Administration, OU=<Site>, CN=ldap/<FQDN>
For an Administrative:
The CN of an administrative certificate will represent the administrative function it performs.  In other respect it would be like a user certificate:

· O=Grid, O=National Aeronautics and Space Administration, OU=<Site>, CN=Mapfile Signer

Another valid form used by a VO changes the second O= field.  An example, from the CEOS VO:

O=Grid, O=Committee on Earth Observation Satellites, OU=NASA Data Pools, CN=John Doe
7.1.5 Name Constraints

Not supported.
7.1.6 Certificate Policy Object Identifier

TBD.

7.1.7 Usage of Policy Constraints Extensions

No stipulated.

7.1.8 Policy qualifier syntax and semantics

The qualifier is a reference to this Policy in URL form.
7.2 CRL Profile
7.2.1 Version
X.509 v1.
7.2.2 CRL and CRL Entry Extensions
The CRL entry extensions are noncritical:
· certificateIssuer: identifies the certificate issuer associated with an entry in an indirect CRL.
· invalidityDate: provides the date on which the private key was compromised or that the certificate otherwise became invalid.
8 Specification Administration

1.4 Specification Change Procedures

It is the intent of the NASA Grids PKI to notify affected parties in advance of all significant changes in this Policy.  No liability for failure to do this is implied.  To request a change in this Policy, please contact the PMA.

1.5 Publication and Notification Procedures

This Policy will be made available on the web.  The URL of which is TBD.
1.6 CPS Approval Procedures

The PMA is responsible for all changes to the CP/CPS.  All changes must be approved by the PMA.  It is the intent of the PMA that affected parties be notified of proposed changes with sufficient lead time to respond to those changes.

Appendix A: Guidelines for Registration Managers, Authorities and Agents

A.1
Background

These guidelines are intended to be followed by all sites or VOs operating an RA as part of the NASA Grids PKI.  If a site or VO does not want to run its own RA, it may use the IPG RA described below in appendix B.
A.2
Guidelines

The Registration Authorities (RA) will perform all of the functions described in this Policy, listed below.  For definitions of technical terms regarding used below, please see the section on terminology, section 1.1.1.  
· The Registration Manager Agent (RMA) will validate incoming certificate signing requests (CSR), to see that it complies with this Policy, and is in accordance with the site security policy of the site at which the RA is operated. 
· If valid the Registration Manager (RM) will forward the CSR to the CA for digital signature.

· When the CSR is signed, the CA will return the signed certificate to the RM.  The RM will then deliver the signed certificate to the End Entity

· The RMA will write a description of the operational procedures for that site or VOs RA, and submit them to the PMA for approval.
· When the operational procedures for the RA are approved by the PMA, they will be added to the RA appendix to this Policy.  The RMA will maintain this Policy insuring that the document correctly describes the way the RA is operated.
· The RMA for each RA will designate a point of contact, who will provide contact information to the PMA and the Certificate Manager Agent (CMA). 

· The RMA must have the technical skills and organizational authority to decide whether a certificate should be issued.  This requires at least the level of technical skill and organizational authority that would be required to process account request forms and decide whether they are valid. 

An RM MUST have the following characteristics:
· It must run on a machine using either a Sun SPARC system running Solaris, or a Red Hat Linux system.

· The system must run RM software compatible with the CA, and configured in a manner approved by the CMA.

· The RM should be kept in a controlled access machine room or equivalent secure location.  The RM should be maintained at a high level of computer security as well, including prompt application of security patches, and be configured in a highly secure manner.
· The system should be dedicated to running the RM service.

An RMA MAY NOT:

· Sign CA certificates or sign certificates on behalf of the NASA Grids PKI.
· Sign a name space not approved in this Policy, or by the PMA.

· Create new RMA without notification of the PMA’s approval.

Appendix B:  IPG RA operational procedures
B.1 Background

The first RA in the NASA Grids PKI is the Information Power Grid Registration Authority (IPG RA).  It is located in the NASA Advanced Supercomputing (NAS) division, at NASA Ames Research Center (ARC).  It exists to serve the need of the IPG, an early multi NASA center Computational Grid.  This is intended as a prototype for future NASA Grids and is based on the Globus ™ implementation of the Grid Security Infrastructure (GSI). 
The IPG RA also serves certificates for a virtual organization (VO), the Committee on Earth Observation Satellites (CEOS).  It is anticipated that some point in the future the CEOS will cease reliance on the IPG RA and run its own RA.

For more information on the background of the IPG RA, please consult the following URLs.

IPG PKI Operations:

http://www.ipg.nasa.gov/ipgusers/gettingstarted/cert_top.html
IPG RA End Entity Web Site:

https://pki-ra.nas.nasa.gov
B.2
IPG RA staff

B.2.1 Membership

The IPG RA has multiple RMAs.  They may be contacted via e-mail at: pki-ra@nas.nasa.gov.  Each of the RMAs has a valid certificate from the NASA Grids CA that gives them privileges necessary to operate the RM.

B.2.2 Point of Contact (POC) with NASA Grids CA

There is at all times a POC for the IPG RA, and a POC for the NASA Grids CA.  All necessary communications about Policy and Practices regarding operations of the RA will take place between them.  The POC for the NASA Grids CA shall be a member of the PMA.
The POC for the NASA Grids CA can be reached via e-mail at:

 ipg-ca@nas.nasa.gov.  

The POC for the IPG RA can be reached via e-mail at:
pki-ra@nas.nasa.gov.

B.3
IPG Community

The IPG community is composed of all persons who are developing, supporting, or using the IPG.  More information on the IPG community can be found at: www.ipg.nasa.gov.
B.4
Authentication procedures
B.4.1
 Authentication of individual identity

Any IPG RMA may authenticate a person as qualified to receive a certificate.  To qualify for a user certificate an End Entity must have an account on a system running the IPG CA software package which has been installed with the authorization of the PMA, and the common name of the certificate signing request (CSR) must match the full name  as defined by relevant account information software (database, /etc/passwd, NIS).
To qualify for a host or service certificate, a request must be made on behalf of the End Entity by a person who is him or herself a possessor of a valid user certificate, the request must be made from a host with the IPG CA software package installed with the authorization of the PMA, and the common name must describe the system as it is known to the domain name service (DNS) in fully qualified domain name (FQDN) form.
B.4.2
 Communications

All communications between End Entity and RM is done through SSL/TLS.   All communication between the RM and CM is done through SSL/TLS using the SSL server certificates.

When a CSR is received the RM sends e-mail to the RMA informing them of that receipt. 

Communications to Grid administrators to add distinguished names to mapfile(s) are digitally signed using OpenSSL/SMIME.

B.4.3 Steps in authentication for certification
B.4.3.1 User Certificate

1. User requests a certificate using a tool provided in the IPG CA software package.
2. The tool generates a key pair, and a certificate signing request (CSR).
3. The script sends the CSR to the RM.

4. The RMA determines whether or not the CSR is valid, by verifying it against relevant accounting information as defined in the relevant source of accounting information (database, /etc/passwd, NIS).  If valid the RMA validates the CSR.

5. The RM sends the validated CSR to the CM.

6. The CM digitally signs the CSR, generating a certificate.

7. The CM delivers the certificate to the RM.

8. The RM notifies the requestor that his or her certificate is ready for retrieval via e-mail sent out by the RM.

9. After the requestor retrieves the certificate, notification is sent out as pki-ra to the grid-mapfile mailing list that the owner of the new certificate should be added to the grid-mapfile(s).  This e-mail is digitally signed using an administrative certificate.  
B.4.3.2 Host or Service Certificate

1. User requests a host or service certificate using a tool provided in the IPG CA software package.
2. The tool generates a key pair, and a certificate signing request (CSR).

3. The script sends the CSR to the RM.

4. The RMA determines whether or not the CSR is valid, by verifying the requestor information against the accounting information as defined in the relevant source of accounting information (database, /etc/passwd, NIS).  If valid the RMA validates the CSR.

5. The RM sends the validated CSR to the CM.

6. The CM digitally signs the CSR, generating a certificate.

7. The CM delivers the certificate to the RM.

8. The RM notifies the requestor that his or her certificate is ready for retrieval via e-mail sent out by the RM.

B.5
Lifetime of certificates

User, host, service, and administrative certificates have a lifetime of 48 months from date of issuance.
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